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Introduction

What will the world of banking look like in
the near future? Imagine paying with a
simple look as you leave a store or a
supermarket, instead of scanning each
item and fetching your credit card, loyalty
app and maybe your ID to prove your 18+.
Consider checking out on an e-commerce
website or logging in to your online
banking with a simple click and looking at
your laptop webcam: no special codes,

no SMS. Opening a bank account in a new
bank, asking for a loan, signing a
contract. All these use cases could be
incredibly simple. So why aren’t they?

Can you remove friction in banking while
increasing security? Have you noticed
how easy it is to switch payment
providers? Many users even keep various
equivalent apps. If one doesn’t respond in
a couple of seconds, they will switch to
the other. That's the time you have before
you lose that customer. So, you need to
get rid of every tiny aspect of user friction.

Short on time? Check the key takeaways
and benefits on page 9.
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But such friction is greatly brought by a
strong need for security in the banking
world, the recurring theme that you need a
compromise between efficiency and
security. But is that the case? Or can you
remove that friction from financial
processes, while increasing security?
Well... you can. Do read on.

Face Authentication to the rescue. In this
in-depth article, we bring you 5 ways to
remove friction in banking, fintech and
payments with face authentication, by
enabling fast authentication processes
that save your customer time and have
them love your service while decreasing
support hours from your IT teams and
minimizing security and privacy breaches.
Speed to market in adopting awesome
experiences is key not to losing your
customers to the competition. Are you up
for the challenge?
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Become passwordless

Passwords are broken.

All of us have numerous online accounts,
cards, codes, and passwords to memorize.
The IT world expects human beings

to each memorize over 200 passwords,
somehow random and completely different
from each other, making use of lower and
upper case letters, digits and symbols, and
you are not even allowed to write them
down in some computer note for “security
reasons”. In the end, people just pick one
or two master passwords and create
variants of those for all other applications
creating a honeypot for attackers. Not to
mention that these master passwords are
most of the time easy to guess. In making
passwords perfect for computers,
humanity has made them unmanageable
for humans and, ultimately, both

a convenience and a security nightmare.
The worst of both worlds.

Il

come from weaker passwords.
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The future is passwordless and your face
holds the key. The reality is that face
authentication can enable a passwordless
environment by providing a secure single
sign-on. Whichever device you are using,
whenever you need to sign-up or sign-in,
your face can act as the only password you
will ever need. Most of the major

corporate tools, be it ERPs, CRMs, or online
SaasS tools, use underlying

authentication protocols that are compati-
ble with Open ID and, as we've seen

before, you can bring Open ID and Face
Authentication together to streamline the

login experience with passwordless single

sign-on.

Benefit for the client: A passwordless,
secure single sign-on to manage all the
accounts and financial operations.

Benefit for banks: Stronger authentication
process that improves the client
experience and prevents security breaches.

In short, passwords are broken but face authentication enables a passwordless
banking experience, increasing productivity while reducing IT support hours and
giving peace of mind to your legal team on all security breach ramifications that can
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https://www.yoonik.me/resources/blog/streamline-your-login-experience-with-a-single-sign-on-without-passwords
https://www.yoonik.me/resources/blog/streamline-your-login-experience-with-a-single-sign-on-without-passwords
https://www.yoonik.me/resources/blog/streamline-your-login-experience-with-a-single-sign-on-without-passwords

Keep it frictionless even in high-security environments

Second-factor authentication is currently
a usability nightmare. While sometimes
risk management imposes additional
authentication checks to reduce fraud,
there is currently a daunting number of
security measures which are a usability
nightmare, including second-factor
authentication with SMS codes sent to a
phone or physical authentication methods
you need to carry around. While the
transaction gained an additional security
level, it falls short of the major
inconvenience of misplacing such critical
and small piece of hardware.
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while increasing security levels.
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Adding a face to an authentication flow
enables great experiences and

increases security. The truth is that it is
easy to achieve Secure Customer
Authentication by combining face
authentication, mobile device

possession and proximity as part of a
holistic Multi-Factor Authentication (MFA)
strategy. This enables amazing fluid user
experiences that everyone loves while
increasing security. And this can be done
for every single industry, including Banking.
Read more on how to achieve this in our
earlier article on how you can leverage
face-based MFA solutions to get
frictionless user authentication while
increasing your business security.

Benefit for the client: Face authentication
enables great experiences by allowing the
implementation of multi-factor workflows.

Benefit for banks: Face authentication
increases business security with MFA
solutions.

Overall, current second-factor authentication is very inconvenient, but face
authentication allows the implementation of multi-factor workflows that do not rely
on additional physical hardware or clumsy codes, providing an amazing experience,
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https://www.yoonik.me/resources/blog/yoonik-mfa-to-the-rescue-industry-agnostic-multi-factor-authentication
https://www.yoonik.me/resources/blog/yoonik-mfa-to-the-rescue-industry-agnostic-multi-factor-authentication
https://www.yoonik.me/resources/blog/yoonik-mfa-to-the-rescue-industry-agnostic-multi-factor-authentication

Know Your Customer at every transaction

Do you really know who is accessing your
customer accounts? With the immense
increase in remote work, people are more
and more doing everything online. And
while many companies provide identity
screening, it is still a challenge to make
sure

the documents provided by customers and
companies around the world indeed
belong to the person or entity that you end
up hosting funds from. And with
passwords, cards, and codes, it is
impossible to know that the person using
the right credentials is in fact who they
should be. Furthermore, tools such as Face
ID from Apple only provide an assurance
that the person making the transaction
knows the PIN code of that Apple phone.
Not that they are who they should be.
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Face enables Knowing Your Customer at
every transaction. Just as with checking in
to a hotel, face authentication can support
the identity verification process and ensure
the onboarded face corresponds to the
right identity.

Furthermore, as the authentication is done
using a face, you can be sure every

single transaction taking place, any
account access, any payment - be it
passwordless, MFA, or even

physical - matches the official identity of
the person that was onboarded in the first
place. All the KYC processes clients go
through would mean nothing if someone
else could use their credentials. But

with face authentication, you can verify
that on each transaction. Only then can you
have peace of mind that the person
accessing your bank’s accounts and
systems is indeed who they claim to be.

Benefit for the client: The use of face
authentication simplifies every transaction
with KYC.

Benefit for banks: KYC compliance in the
most cost-effective and convenient way,
particularly for banks looking to expand
their operations.

In summary, KYC is highly beneficial from acompliance and security perspective and
can be automated. Plus, if you use face authentication on transactions themselves,
as you perform it, you can be sure who the person accessing accounts and assets

really is, on every single transaction, no cards or codes being passed around.
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End the privacy compliance nightmare

The privacy saga. Financial companies
and many identity verification businesses,
some quite small, have been building a
huge castle of cards by centralizing
personal identifiable data. This honey pot
is any hacker’'s dream. Sometimes shielded
behind anti-money laundering and
law-enforcing exceptions to GDPR, the
truth is that all of the good practices of
GDPR are somehow disregarded and
centralized servers with scans of
passports and customer photos have

been created. Just like with the Facebook
Analytica scandal, the fuse is ignited and
bound to quickly reach its destination. It is
only a matter of time before very expensive
breaches take placefor which data
controllers will be held liable.
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Decentralize and put users in control,

by design.The modern take on identity is
that users should be in absolute control of
their data. As in, being the data controller
themselves. In the so-called self-sovereign
identity paradigm, users obtain certified
identity tokens that they can fully control
and manage permissions for. Instead of
storing scans of passports and pictures of
customers, and archiving everything in your
central server, companies simply use
pointers to identity data that is held by the
user, which in turn can abide by all the
requirements of GDPR or other local
privacy laws.

The cost to address and contain
cyberattacks is greater for
financial services firms than for
companies in any other industry.

Accenture, 2079

Benefit for the client: Face authentication
provides frictionless access and lets
clients perform a wide range of
transactions with maximum security.

Benefit for banks: Face authentication
prevents data breaches, unwanted costs
and reputation loss.

In a nutshell, centralized databases of personal identifiable data are a dangerous
practice, which can be addressed through decentralized solutions for biometrics and
identity data where the users are in full control of their data.
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https://arstechnica.com/tech-policy/2021/09/facebook-paid-ftc-4-9b-more-than-required-to-shield-zuckerberg-lawsuit-alleges/?itm_source=parsely-api
https://arstechnica.com/tech-policy/2021/09/facebook-paid-ftc-4-9b-more-than-required-to-shield-zuckerberg-lawsuit-alleges/?itm_source=parsely-api

Create awesome experiences while increasing security and

privacy

Improve user experience and become a
service everyone loves. When you look at
the combination of all the above ideas, you
will find the whole is more than the sum

of the parts. By bringing together all the
above experiences, your customers will
feel a holistic, seamless, personalized
experience and will save on average 20
minutes every single day on using your
banking services, recovering access,
re-authenticating and switching context.
They will love their banking experience and
will recommend it, enabling your bank to
grow the business. Just imagine the
amazing degree of efficiency and
personalization of the end-to-end banking
journey in a do anything with a look world.
No passwords, no cards, just people.
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Increase security and compliance levels.
In addition to great customer experience
and increased convenience, introducing
face authentication in banking brings
privacy and security to a whole new level.
Just think about the security and liability
ramifications involved with weak
passwords or, in parallel, the costs of the IT
help desk on recovering passwords or
granting access to new users.

All those become a thing of the past. Or
the major liability of centrally storing all the
personal identifiable information, including
scans of passports and ID cards of every
single customer, sitting there waiting for a
major leak. The future is about keeping
personal data in user possession and
ensuring only they can control it.

Pure and simple privacy by design

Benefit for the client: Clients save time
and experience a frictionless, personalised
journey throughout their client lifecycle.

Benefit for banks: Differentiating from the
competition through seamless user
experiences while improving security, at
the same time.

==| In summary, if you were unsure whether introducing seamless face authentication

=—| experiences would come at the cost of privacy or security, our recommendation is
that you should certainly consider it, as cost savings and improved user experience
are significant and potential costs originating from security risks and privacy

compliance are in fact decreased.
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Key Takeaways

+ Face authentication enables a passwordless bank, saving your customers time while
reducing IT support hours and giving peace of mind to your legal team.

* Face authentication enables multi-factor workflows that do not rely on additional
physical hardware or clumsy codes, providing an amazing experience, while increasing
security levels.

+ KYC is a must from both compliance and security perspectives. Combined with face
authentication, you can be sure who the person accessing accounts and systems really
is, for every single transaction.

+ Face authentication can replace any bank token or payment method, so customers can
simply pay by face or sign bank contracts by face.

* Privacy compliance is a pain for banks and a legitimate concern for clients.
By keeping personal identifiable information at the edge under full user control,
compliance becomes a breeze and users can trust the process without needing to trust
the involved stakeholders.

What's in it for you

By implementing these processes, banks will:

« Save customers time, increasing experience and satisfaction, in turn reducing churn.
+ Reduce security and compliance risks and costs.
+ Provide an increasingly better service and grow client base.

Y Youverse
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How can you offer these features to your clients?

Youverse provides most of the face authentiation solutions described above and would love to bring
them to your company. At Youverse we think that seeing is believing. And because we trust so much in
the quality of our products, we make it possible for anyone to integrate and test our solutions in minutes.

If you're a technical leader or developer, to start integrating and testing, just register and subscribe a free
plan. Feel free to get help on our discord channel or get in touch directly with our support team.

If you're a business leader or decision-maker and want to know more about how to offer improved

banking experiences, send us a message or feel free to book a meeting with our team of specialists,
who will be happy to help.

q Send us amessage Book a meeting

R
N Youverse

10 5 ways to improve the banking experience with face authentication


https://www.yoonik.me/register
https://www.yoonik.me/pricing
https://www.yoonik.me/pricing
https://discord.com/invite/SqHVQUFNtN
mailto:support@youverse.id
mailto:info%40yoonik.me?subject=
https://meetings.hubspot.com/pedro264
https://meetings.hubspot.com/pedro264
mailto:mailto:info%40youverse.id?subject=

About
Youverse

Youverse simplifies all customer interactions with private, convenient, and secure face
authentication on any device. Ranking Top 5 for accuracy in live face matching in the
combined business regions of Europe and the Americas, as independently certified by the
international benchmark, Youverse enables a fully handsfree experience, bringing

unprecedented levels of convenience and accuracy when adopting face authentication in
daily routines.
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Anything with a simple look |
Anyone, anywhere, any device
Handsfree and fully private

Follow us
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